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Taking stock of the UK’s
enforcement of sanctions

Russia’s full-scale invasion of Ukraine in
February 2022 sparked a radical shift in the
UK's use of sanctions, as the UK scaled up

its ambition for this key tool of economic
statecraft to deter Kremlin aggression. To its
credit, the UK acted swiftly to introduce reforms
that enabled it to impose faster, broader and
tougher sanctions on Russia.

Yet two years on, questions are being asked
about the effectiveness of these measures
and whether the UK is doing enough to tackle
those who bypass or breach the rules. This
report takes stock of early efforts to enforce
sanctions and points to the priorities that the
new government should take forward if it is
serious about leveraging sanctions effectively
to tackle kleptocracy and dirty money.

Weak enforcement has long been the Achilles’
heel of the UK’s fight against economic crime,
and the early signs suggest that sanctions are
no exception. With zero fines for breaches

of financial sanctions imposed since 2022,
zero convictions for sanctions evasion since
2012, and zero assets permanently seized
through civil or criminal action, the UK's
flatline figures call for closer scrutiny of

the challenges facing enforcement.

EXECUTIVE SUN

WEAK ENFORCEMENT HAS LONG BEEN THE
ACHILLES’ HEEL OF THE UK’S FIGHT AGAINST
ECONOMIC CRIME, AND THE EARLY SIGNS
SUGGEST THAT SANCTIONS ARE NO EXCEPTION

The main barriers to the effective enforcement
of sanctions do not lie in the law. On the contrary,
the powers available to UK enforcement
authorities are stronger and the legal toolkit
more versatile than many of our closest allies.
But effective enforcement is not just about
giving sanctions teeth on the statute books -
there also needs to be a readiness to bite with
these powers in practice.

This takes political will to drive forward a clear
and ambitious enforcement strategy, sustained
resourcing to recruit and retain top talent on the
sanctions beat, and strong structures and
incentives for proactively gathering and sharing
intelligence across the entire enforcement
landscape. Even the strongest rhetoric

on sanctions cannot patch over systemic
weaknesses in enforcement strategy,
capabilities and coordination.

After years of complacency in the UK about
the dangers of kleptocracy and dirty money,
itis vital that the new government shifts gear
on enforcement as a priority for unlocking the
power of sanctions.
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1. Far-reaching legislative, operational and policy reforms over the last two

years reflect a step change in the UK's ambition to use sanctions as a tool
for tackling kleptocracy:

Rapid legislative reforms have expanded and sharpened the UK's toolkit for enforcing
sanctions, including new powers to impose civil penalties for breaches on a no-fault basis
and additional reporting obligations to help authorities track down frozen Russian assets.

Sanctions enforcement capacity has been scaled up, with a dedicated Combatting
Kleptocracy Cell (CKC) formed in the National Crime Agency (NCA), a three-fold increase
in staffing at the Office of Financial Sanctions Implementation (OFSI), and preparations
underway for a new Office of Trade Sanctions Implementation (OTSI).

Major policy ambitions include the Economic Crime Plan’s commitment to “‘combatting
kleptocracy and driving down sanctions evasion”, a new Economic Deterrence Initiative
committing £50 million to improve sanctions enforcement, and the UK’s first-ever
sanctions strategy released in early 2024.

2. The UK'’s fragmented sanctions architecture poses challenges for
enforcement, while the approaches taken by various agencies lack
transparency, cohesion and a clear strategy:

Four different government departments are tasked with the implementation and civil
enforcement of sanctions, while responsibility for criminal investigation and prosecution
is spread across at least five government and law enforcement agencies.

There is a troubling lack of transparency about the enforcement activities of these bodies,

while striking divergences are opening up between HM Revenue § Customs (HMRC) and
OFSIin publicising breaches.

There is no clear, cross-system framework and strategy for coordination among
enforcement actors, with select government departments, law enforcement, regulators

and professional body supervisors instead relying on more piecemeal memoranda
of understanding.



3. The government has talked tough on sanctions and has unprecedented
powers to enforce them, but there seems to be little appetite to impose
or publicise civil penalties for breaches:

OFSI has only ‘named and shamed’ one firm and is yet to issue a single fine for post-
invasion breaches of Russian financial sanctions in spite of reporting 172 live investigations
by the end of March 2023.

HMRC has issued a few monetary penalties for violations of trade sanctions and export
controls, but their deterrent value is undermined by the complete absence of details about
these breaches, the companies involved or the compliance lessons to be learned.

OFSI and HMRC have shown a preference for gentle encouragement of compliance
behind the scenes, while there is a real risk the most serious violations are flying under
the radar of current intelligence-gathering capabilities given their reliance on self-
reporting by firms.

4. Early enforcement efforts raise serious questions about whether
there is political will and enforcement capacity to deliver criminal
justice outcomes on sanctions evasion:

The NCA's CKC has received over 5,600 Suspicious Activity Reports and made over 100
‘disruptions’, but almost nothing is known publicly about these enforcement outcomes.

The CKC's early cases have been plagued by missteps, with its first known criminal
investigation collapsing after a botched dawn raid of Mikhail Fridman's mansion, while
its civil investigation into funds linked to Petr Aven took two years and suffered a series of
setbacks before the NCA was able to seek forfeiture of just £1.2 million in May 2024.

The first criminal charges for breaches of Russian sanctions were brought in January 2024
against former Russian deputy minister of trade Dmitrii Ovsiannikov, but the financial
transactions allegedly in breach of sanctions scarcely reach £150,000.



1. The new government should develop and publicise a clear and ambitious
cross-system enforcement strategy.

2. The new government should establish a cross-departmental sanctions
task force, overseen by a single minister responsible for sanctions delivery,
to improve domestic coordination on sanctions enforcement.

3. The new government should launch a sanctions transparency tracker to
collate and publish centralised data on sanctions.

4. The incoming chairs of parliamentary committees should collaborate
on a comprehensive, cross-committee inquiry into the UK's sanctions
regime and establish parliamentary mechanisms for the routine oversight
of sanctions.



KEY STATS

worth of assets has
been reported as frozen
in the UK under Russia
sanctions

live OFSI investigations
by the end of March 2023

‘disruptions’ achieved

by the National Crime
Agency’s new Combatting
Kleptocracy Cell

uplift in resourcing for
OFSI's enforcement team in
2022/23, with overall staff
numbers more than tripling
in the two years since
February 2022

Suspicious Activity Reports
(SARs) relating to sanctions
have been received by the
Combatting Kleptocracy
Cell since the new NCA unit
was formed




Russia’s full-scale invasion of Ukraine in February 2022 was a watershed moment in the UK's
response to kleptocracy. After years of apathy about weaknesses in the UK'’s defences to dirty money,
the war in Ukraine catalysed political will at home to enact long-overdue reforms and introduce new
tools for tackling kleptocracy.

The UK government acted swiftly to put its new post-Brexit IT MATTERS LITTLE IF
sanctions powers to use against Russia, imposing sweeping SANCTIONS ARE GIVEN TEETH,
measures to disrupt the networks of patronage that prop up :,.IVA'ISE“JI'BIIE_I!E ENFORCEMENT

Putin’s regime and the sectors of strategic importance for
resourcing Russia’s war. Two years on from the full-scale invasion:

e More than 1,700 individuals have been designated,! including 130 oligarchs whose combined
net worth was around £145 billion at the time of the invasion.?

e Over 300 entities are directly subject to sanctions,? with many multiples more impacted
by the ‘ownership and control rules that extend the reach of sanctions. The measures already
cover 90% of the Russian banking sector.*

o £22.7billion worth of assets have been reported as frozen,” and an estimated £26 billion
in Russian central bank assets have been immobilised.®

As the war drags on and the rate of new designations and restrictions slows, attention is turning
to the question of how the government is following through on sanctions measures. With growing
concern about emerging patterns of sanctions evasion and circumvention,” questions are being
asked about how the UK is tackling those who bypass or breach the rules.

This report takes stock of the UK'’s enforcement of sanctions on Russia in the two years since the
full-scale invasion of Ukraine by:

1. Outlining recent reforms to boost sanctions enforcement;
2. Evaluating early enforcement efforts; and
3. Suggesting priorities for overcoming the barriers to effective sanctions enforcement.

Enforcement is an important dimension of the bigger debate about how sanctions are used and
what they ultimately seek to achieve. While this report does not engage directly with the question
of whether sanctions are working or not, the issues raised hold implications for assessing the
effectiveness of sanctions. This is for the simple reason that even the toughest sanctions will be
ineffective if left unenforced. It matters little if sanctions are given teeth, when their enforcement
has no bite.
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Legislative reforms

The UK’s post-Brexit sanctions framework was established by the Sanctions and Anti-Money
Laundering Act 2018 (SAMLA).2 Although relatively new, the regime has already undergone

significant reform to meet the need for faster, broader and tougher sanctions on Russia.

Several key features of this reformed sanctions framework® seek to strengthen the enforcement

of sanctions and tackle evasion:

Fast-tracking designations to align with key allies: The Economic Crime (Transparency and
Enforcement) Act 2022 (ECTE Act), rushed through Parliament in March 2022, introduced a
new ‘urgent’ designation procedure which allows the UK government to ‘piggyback’ on listings
by the US, EU, Canada or Australia® By ‘copying the homework'’ of these trusted partners, the
UK has been able to add new listings very quickly while also achieving closer alignment with
key allies.

Targeting companies owned or controlled by sanctioned individuals: In the US, companies
that are at least 50% owned, directly or indirectly, by a designated person are subject to
sanctions. The UK's approach, known as the ‘ownership and control test’, follows the EU regime
in extending the reach of sanctions to companies under the effective ‘control of designated
persons. The UK's approach on ‘control’ gives it much greater flexibility — at least in theory - to
enforce sanctions based on the practical reality of how companies are operating. However, the
ambiguity about what ‘control’ means has led to complaints from private sector practitioners
that it adds to their compliance burden. How the test should be applied will soon be considered
by the UK Supreme Court in the bid by Russian businessman Boris Mints to halt a lawsuit
brought against him by two Russian banks.? Given the uncertainty of determining ‘control,
however, it is unsurprising that there has been no enforcement action on this basis. The
Supreme Court’s judgment in the Mints case may set the tone for how the ‘control’ test can

be enforced going forward.

Tougher civil penalties: One of the most radical measures introduced in the ECTE Act is strict
liability for sanctions breaches.> This means that civil monetary penalties can now be imposed
by the government without needing to show a person had knowledge or reasonable suspicion
of the breach.

Naming and shaming: The ECTE Act also introduced new disclosure powers to name and
shame’ persons who have breached sanctions but have not been subject to a civil monetary
penalty!* The publicity element of disclosure notices is intended to convey the reputational
harm of non-compliance and provide insight into the lessons to be learned from the breach.



Duty to disclose assets: In December 2023, the government introduced new reporting
requirements on persons designated under Russia sanctions to proactively disclose details
about the nature, value and location of their UK assets.® While banks and other market
participants are already required to report on sanctioned assets they hold, this new measure
places responsibility for asset reporting on designated persons themselves. This significantly
strengthens the government'’s ability to track frozen assets, identify discrepancies with
reporting by firms, and detect sanctions evasion. The new measures are backed up by

strict liability for non-compliance with bespoke thresholds for civil monetary penalties.

Operational changes

There are many moving parts in the UK'’s sanctions enforcement architecture, covering multiple
government departments, regulators and law enforcement agencies, and spanning both domestic
and international dimensions. The rapid rollout of sanctions requires a greatly expanded
enforcement capacity, prompting some key operational changes over the last two years:

The Office of Financial Sanctions Implementation (OFSI) within HM Treasury has scrambled
to expand its capacity to deal with a vastly increased workload. It is also pursuing a ‘Strategic
Transformation Plan’ to meet the demands of a geopolitical environment dominated by
sanctions.’® In addition to surge staff and secondees, OFSI has more than tripled its full-time
equivalent (FTE) staff over the last two years from 40 FTE at the time of the full-scale invasion.
OFSI grew to around 100 by the end of 2022 and was on track to hit 135 by the end of 2022. In
the 2022/23 financial year alone, OFSI's enforcement team received a 175% uplift in resourcing,
while the licensing team grew by 160% and the guidance and engagement team by 120%.”
OFSI has also scaled up its international engagement on sanctions, particularly through

its enhanced partnership with the Office of Foreign Asset Control (OFAC) in the US.®

The Office of Trade Sanctions Implementation (OTSI) was announced in December 2023 as

a new unit within the Department for Business and Trade with dedicated responsibility for

the civil enforcement of trade sanctions.”® Once up and running, OTSI will have its work cut out
as trade sanctions play an increasingly prominent role in the government's sanctions strategy

but their effectiveness is threatened by the growing use of complex supply chains and bridging
jurisdictions to circumvent sanctions.?

The Combatting Kleptocracy Cell (CKC) was announced by the Prime Minister on 24 February
2022 as a new unit in the National Crime Agency (NCA) to “target sanctions evasion and corrupt
Russian assets hidden in the UK"# While formally established in July 2022, the CKC grew out

of a covert unit set up in the wake of the Salisbury poisoning. Now touted as the UK's flagship
sanctions enforcement unit, the CKC aims to target corrupt elites and their enablers, and to
tackle criminal sanctions evasion.?? The multidisciplinary CKC has drawn on staff, expertise
and intelligence gathering from other law enforcement and government partners, but very
little is known publicly about its work.
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 The Financial Conduct Authority (FCA) has intensified efforts to ensure firms on the frontlines
of sanctions implementation have effective systems and controls in place. The regulator has
undertaken proactive assessments of how firms have responded to increased sanctions,*
provided guidance to firms about their obligations to report suspicions of sanctions breaches,?*
and encouraged whistleblowers to come forward with intelligence.?

» Some Professional Body Supervisors have also stepped up to promote compliance with
sanctions among the legal and accountancy sectors, including thematic reviews of financial
sanctions compliance undertaken by the Solicitors Regulation Authority (SRA)* and the
Bar Standards Board (BSB).”

Policy ambitions

The step change in the UK government'’s use of sanctions as a key tool for tackling kleptocracy -
even if so far almost exclusively targeting Russian kleptocracy - is reflected in recent policy
commitments which include ambitions to enforce sanctions:?®

 The Economic Crime Plan (2023-2026) is the first government policy document to make
a major commitment to ‘combatting kleptocracy and driving down sanctions evasion”.?
The new Economic Crime Plan includes specific commitments to expand the capacity of the
CKC, publish an assessment of sectoral risks and vulnerabilities, improve information-sharing
about suspected breaches between OFSI and regulators, and identify and disrupt professional
enablers of sanctions evasion.

o TheIntegrated Review Refresh 2023, which sets out the UK's overarching national security
and international strategy, announced a new ‘Economic Deterrence Initiative’ with up to £50
million in funding to improve sanctions implementation and enforcement.*° Affirming that
sanctions will be used as a key tool of “‘economic statecraft”, the Integrated Review Refresh
commits to new initiatives to support sanctions enforcement and crack down on evasion.

» The first UK sanctions strategy, published in February 2024 to coincide with the two-
year anniversary of Russia’s full-scale invasion of Ukraine, commits to “reinforce sanctions
implementation and enforcement” including by “taking robust action on non-compliance”!
Besides providing examples of what the Economic Deterrence Initiative involves, however,
there is a disappointing lack of detail about the government's strategy for ramping up the
enforcement of sanctions.®
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Sanctions are often characterised as a foreign policy tool for sending a signal - not only to those
directly targeted by sanctions measures but also to others in similar positions - that there are
negative consequences for engaging in certain behaviour. Enforcement is an important part

of the messaging around sanctions because it communicates the consequences of breaching
or evading sanctions. Based on current enforcement activity, what message is being sent about

the government'’s appetite to ensure compliance with sanctions?

COURT CHALLENGES TO SANCTIONS MEASURES

Over the last year, the government’s sanctions measures have been subject to a significant number
of court reviews.* So far, every court challenge to the government'’s sanctions measures has failed,
underscoring the government’s broad powers and wide discretion to impose sanctions.
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Belarussian tech company Synesis “fell a long way short”
of overturning sanctions imposed for its provision of
surveillance software to Lukashenko’s regime, in what
was the first court review under SAMLA in relation to
one of the UK’s autonomous sanctions regimes.>*

The Russian professional racing driver Nikita Mazepin
was denied interim relief from sanctions for the purpose
of negotiating a return to Formula 1racing, with the High
Court finding such interim relief would risk “watering
down” the sanctions regime.

Russian businessman Sergei Naumenko lost successive
challenges to the government's decision to detain his
luxury superyacht without designating him, with the
Court of Appeal ruling that his direct and indirect links
to Russia reflect the “broad and deep impact” that
Parliament intended through the sanctions regime.®
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British-American billionaire Eugene Shvidler has so
far failed to convince the courts that a worldwide asset
FEB freeze against him was an irrational or disproportionate
AUG 2 4 measure to achieve the government'’s aim, with the Court
2023 20 of Appeal recognising that “a serious price has to be paid”
if sanctions are to be effective in a ruling that is being

appealed to the UK Supreme Court.>®

Russian billionaire Mikhail Fridman lost his court
challenge against the government’s refusal to permit

UGT further payments for the management, services and
23 staff at his Highgate mansion in addition to the already
20 “authorised sums which run into several millions”*’

The British video blogger Graham Phillips failed to
overturn sanctions against him, with the High Court
finding his designation was proportionate given he

JAN had “decided to set his face against an overwhelming
4 international consensus, to align himself with Russia’s
ﬁ 202 invasion of Ukraine, to travel to the frontline, and to help

Russia fight its propaganda war”, without showing
‘any journalistic responsibility or ethics”3®

The Russian-born British citizen Anzhelika Khan lost

her bid to overturn sanctions after the High Court

decided her designation “does not fall foul of the fair
FEB balance test”, noting the “hundreds of millions of pounds

ﬁ 2 0 2 4 in gifts” received from her husband German Khan, who

amassed his $7.5 billion fortune through business and
investment in Russia as the co-founder of Alfa Group
and LetterOne.*

In contrast, there is little evidence that the government has used this supportive judicial
environment to follow through with tough enforcement. That is despite the wide range of
tools available to law enforcement and government agencies to enforce sanctions:

 Ascriminal offences, breaches of sanctions are punishable by up to seven years (in the
case of financial sanctions) or 10 years’ (in the case of trade sanctions) imprisonment
and/or unlimited fines. Criminal prosecutions of companies for sanctions violations can
also be settled through a Deferred Prosecution Agreement.

» Civil penalties may also be imposed, from monetary penalties and settlements to warning
letters and disclosure notices.
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Civil enforcement

Responsibility for the civil enforcement of sanctions is spread across a number of government
departments who are tasked with investigating breaches and issuing civil penalties:

Type of sanctions Responsibility for civil enforcement
Trade sanctions Department for Business and Trade — OTSI
Financial sanctions HM Treasury - OFSI

Transport sanctions Department of Transport

Immigration sanctions Home Office

The absence of any fines for breaches of financial sanctions committed since February 2022 raises
real concerns about OFSI's appetite and capacity to back up sanctions with tough enforcement.*°
OFSTI's track record since its creation in 2016 shows it has seldom resorted to monetary penalties,*
having imposed just nine fines across all sanctions regimes following 1,200 suspected breaches
meaning that less than 1% of breach reports result in a fine.*?

OFSTI's latest annual review records that 473 suspected breaches of financial sanctions were reported
in the 2022/23 financial year — more than triple the number in 2021/22. It reported closing 51 cases
with no further action, 44 of which related to sanctions on Russia.** By the end of March 2023, OFSI's
enforcement team had 172 live investigations and yet, more than a year later, this has not translated
into significant enforcement outcomes.

Most notably, OFSI has not issued a single civil monetary penalty OFSI HAS NOT ISSUED A

for a post-invasion breach under the Russia sanctions regime in SINGLE CIVIL MONETARY

spite of its new powers to do so on a strict liability basis. The only PENALTY FOR A POST-INVASION
Russia-related fine imposed over the last two years was a £30,000 gAﬂﬁé%Hﬂll\llg%EE%mEE ﬂ\lugsll#E
penalty against the Hong Kong Wines and Spirits Competition OF ITS NEW POWERS T0 D0 SO
Limited for receiving three payments and 78 bottles of wine - ON A STRICT LIABILITY BASIS

cumulatively worth less than £4,000 - from a designated entity
for entry into competitions between 2017 and 20204

While OFSI has explained that many investigations are ‘complex and remain ongoing”, it appears
reluctant to rely on its new powers to impose penalties on a strict liability basis without establishing
knowledge or reasonable suspicion.** Indeed, at public events and stakeholder engagement sessions,
OFSI has downplayed the implications of strict liability for its enforcement strategy.
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OFSI has also been slow to ‘name and shame’ those who have violated sanctions. In August 2023,
OFSI exercised its disclosure powers for the first — and so far only - time by publishing details of
a breach by Wise Payments Limited in which a customer of the UK fintech company was allowed
to withdraw £250 in breach of sanctions.*® Portrayed as an enforcement tool suited to “moderately
severe breaches”, this public disclosure notice sought to serve as “a form of censure and deterrent
while also enabling compliance lessons” to be learned by other companies and individuals.#’

OFSTI's approach so far appears heavily weighted towards gently encouraging businesses to comply
with sanctions rather than cracking down on breaches to deter future violations. It issued seven
administrative warning letters — which are not public - during the 2022/23 financial year:*

Meanwhile, although OFSI's latest annual review articulates the THERE IS A REAL RISK
ambition of “transitioning to a proactive enforcement model, powered THAT THE MOST SERIOUS
by ever greater intelligence-sharing with key partners and allies”, it has VIOLATIONS AND EVASION
L ) e . OF SANCTIONS ARE FLYING

so far been heavily reliant on self-reporting by firms.* There is a real

sk that th ¢ serious violat d evasion of sancti UNDER THE RADAR WHILE
risk that the most serious violations and evasion of sanctions are OFSI INVESTIGATES MINOR
flying under the radar while OFSI investigates minor breaches that BREACHES

land in its lap as a result of self-reports from firms.

Other government departments with responsibility for sanctions enforcement have been similarly
slow to pursue civil penalties. In August 2023, HMRC issued two financial penalties for breaches

of sanctions on Russia - a settlement of £67,001.31 with a UK exporter for the attempted export

of goods®® and a fine of £1 million for the unlicensed trade of goods by a UK company in breach of
Russia sanctions.”* After an uptick in voluntary disclosures to HMRC, the Export Control Joint Unit
has also issued a number of compound settlement offers to UK exporters in early 2024 for breaches
of export controls.*? Without these companies being named or any details of the breaches being

provided, however, there is increasing concern that this lack of transparency provides little deterrent

while companies who commit less serious breaches may not be fined but suffer the reputational
damage of being ‘named and shamed’>

This light-touch and non-transparent approach to the enforcement of trade sanctions may continue
for some time, not least while OTSI is being set up, and it remains to be seen whether this specialist
trade sanctions unit will adopt a more robust and transparent approach to sanctioning breaches.
Meanwhile, no enforcement action has been taken by the Department of Transport or the Home
Office in relation to suspected breaches of transport or immigration sanctions. The headline-
grabbing detention of superyachts®* and impounding of private jets> has not been followed by

any serious enforcement action, in spite of reporting that private jets linked to Russian oligarchs
and officials have continued to fly in and out of the UK.*®
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Criminal enforcement

The criminal enforcement landscape is even more fragmented, with a number of bodies sharing
responsibility for investigating and prosecuting criminal breaches of sanctions:

Type of sanctions Responsibility for civil enforcement Criminal prosecution
Trade sanctions HMRC
Financial sanctions NCA

Serious Fraud Office
Crown Prosecution Service

Transport sanctions NCA

Immigration sanctions Home Office

As anew NCA unit with a dedicated mandate to tackle sanctions evasion and those who enable it,
the Combatting Kleptocracy Cell (CKC) has assumed a prominent role in discussions about criminal
enforcement. However, there is a real dearth of public data about the CKC's work. The information
that can be gleaned from press releases and ministerial statements provides little detail:

By December 2022, the NCA reported that the CKC had “secured almost 100 disruptions -
actions that remove or reduce a criminal threat — against Putin-linked elites and their enablers”.>’
The classification of these “disruptions” was explained by the government as being “split
approximately a third each between major, moderate and minor”.>® Subsequent NCA press
communications suggest this number may have climbed to “circa 130 disruptions” by
September 2023 but no updated figures have been published.

e 42% of the first 100 disruptions entailed the freezing of funds, mostly under UK sanctions

(55%) or international sanctions regimes (20%) but the remaining quarter (25%) were frozen
under civil recovery provisions in the UK.* This suggests the CKC has helped identify and
investigate potential targets to be put on sanctions lists, not only engaging in disruptions
relating to potential sanctions evasion. By December 2022, 12 Account Freezing Orders (AFOs)
had been secured covering a number of accounts.®® The government subsequently indicated
that in November 2023, £1.36 million was frozen under AFOs or cash detention orders.®

The CKC has reportedly also “assisted in the freezing of properties, eight yachts and four aircraft
across the globe”®? This international cooperation includes the arrest of British businessman
Graham Bonham-Carter® and the freezing of his bank accounts for allegedly assisting Russian
billionaire Oleg Deripaska evade US sanctions.**

» The NCA hasreportedly “arrested enablers across the regulated sector who support the

transactions of corruption elites” and has “investigated and taken discreet action against
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a significant number of elites who impact directly on the UK”, but no details about these actions
have been made public.®

e The NCA’s latest Annual Statistical Report on Suspicious Activity Reports (SARs), covering the
period April 2022 to March 2023, records that since the CKC was formed, it has “dealt with over
5,600 SARs related to sanctions; received, assessed and disseminated around 500 international
reports; and read and assessed over 31,500 SARs".%°

While these glimpses into the CKC'’s operations are helpful, THE GOVERNMENT HAS
many basic details about the unit's work have not been disclosed. CONSISTENTLY REFUSED T0

The government has consistently refused to provide substantive PROVIDE SUBSTANTIVE ANSWERS
TO PARLIAMENTARY QUESTIONS

: . L ABOUT THE CKC'S STAFF,
resourcing and funding,®® or even how many arrests or criminal RESOURCING AND FUNDING

charges® for sanctions-related offences have been made.

answers to parliamentary questions about the CKC's staff,®’

While “operational security” does require sensitive information about ongoing investigations to
be protected, this should not preclude the disclosure of general information about the CKC that
will enable the public and parliament to scrutinise how sanctions are being enforced.

Given the CKC is said to “work in concert” with other key enforcement bodies,” it is disappointing that
OFSI's annual review is silent on how many referrals it has made to law enforcement for suspected

criminal breaches of sanctions and also silent on how many joint investigations it has undertaken with

other agencies such as the FCA. Other government departments and regulators have also failed to
disclose this information, although in July 2024 the SRA revealed it has referred two law firms to OFSI
for suspected breaches of sanctions after facilitating transactions worth over £300,000.”* As a result,
we do not know how many investigations are underway and how many cases might be in the pipeline.

While the CKC has characterised its mission as being to “introduce friction” into the lives of
sanctioned oligarchs, its enforcement mandate is not simply to make their lives difficult through
minor disruptions.”? Introducing the remit and objectives of the CKC, the NCA declared in March 2022
that its “primary focus will be on seeking criminal justice outcomes, but the Agency will also use civil
tools to freeze and recover suspected criminal finances”” This means that seeking criminal and civil
justice outcomes - such as pursuing criminal prosecutions for sanctions evasion and the civil
recovery of the proceeds of crime - should be at the core of the CKC's work.

Based on the information that has come to public attention, however, there is cause for concern
about whether the CKC is delivering robust enforcement of sanctions. In contrast to the government’s
string of successful defences to designation challenges, the sanctions enforcement cases that have
come to light suggest that investigations have struggled to progress:

e InMay 2022, the NCA secured nine Account Freezing Orders worth almost £1.5 million against
corporate accounts linked to sanctioned oligarch Petr Aven and seized roughly £80,000 in cash
from his business associate Stephen Gater.” Early on, Aven pointed to the anomaly of OFSI
permitting him to draw on funds in his corporate accounts that the NCA had frozen as
the suspected proceeds of crime.”> The NCA's investigation also faced a major setback after
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alarge number of digital devices seized as part of their investigation had to be returned owing
to errors in the handling of legally privileged materials. After a two-year investigation, however,
the NCA has made the welcome move of seeking permanent forfeiture of approximately

£1.2 million originally frozen as the suspected proceeds of crime.”

e InDecember 2022, a 50-person team including press officers from the NCA conducted a
dawn raid at Mikhail Fridman’s mansion in Highgate, seizing digital devices and significant
amounts of cash as well as arresting Fridman himself. But Fridman'’s court challenge exposing
a series of blunders by the NCA has led the agency to concede that the search warrant - which
was unsigned and incorrectly dated — was unlawful.”” The NCA subsequently dropped their
investigation into Fridman for suspected sanctions evasion.”

Meanwhile, it has been 15 years since the SFO's successful prosecution of Mabey & Johnson™
(and subsequently its former directors?) for breaching UN sanctions in relation to the Iraq ‘Oil
for Food' programme, and 14 years since the Weir Group were convicted in Scotland on charges
of bribing Iraqi officials to win contracts in breach of UN sanctions.®

There have been no convictions for the evasion of sanctions on Russia, but the first charges were
brought in early 2024 and indications of ongoing investigations are beginning to surface:

e The former governor of Crimea’s largest city, Dmitrii Ovsiannikov, was charged with multiple
counts of sanctions violations and money laundering following his arrest by the NCA in
January 2024.82 His wife, Ekaterina Ovsiannikova, and brother-in-law, Alexei Owsjanikow,
were also charged in March 2024 with their cases recently joined.®® Ovsiannikov, who has
British citizenship, was the youngest ever governor when Putin put him in charge of annexed
Sevastopol before he was appointed Russian Deputy Minister of Trade and Industry.®* While this
prosecution will be an important test case for how UK laws on sanctions evasion operate and
how they interact with the proceeds of crime regime, the charges themselves allege relatively
small-scale offending, from modest amounts of cash being deposited in UK bank accounts to
licensing arrangements for the use of a car. The trial is scheduled to take place in March 2025.

e The director of UK company Valorem Distribution was arrested by HMRC in October 2023 on
suspicion of exporting luxury perfumes to Russia in breach of sanctions.®* HMRC's criminal
investigation into the British national David Crisp was triggered by a tip-off from the co-owner
of the company who hired a private investigator after suspecting Crisp was continuing to
ship orders to Russia while concealing this from the company’s accounts.® The case has been
referred to the CPS for a charging decision, while the High Court has suspended Crisp as a
company director pending the outcome of the criminal investigation.®’

The stated ambitions and early enforcement actions of the CKC suggest that the new unit is focused
on corrupt elites and oligarchs, as well as their professional enablers, family members and associates
who may help them evade sanctions. It is not clear, however, who is actively investigating potential
criminal breaches of financial sanctions by businesses and firms in the private sector, and what the
strategy is for corporate prosecutions of sanctions evasion.
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GAINST

The US Department of Justice (DOJ) boasts an impressive track record of enforcing sanctions and
export control laws against Russia.®® Two years after the Task Force KleptoCapture was set up on
2 March 2022, this new inter-agency unit had:

 Seized, restrained or obtained forfeiture orders against approximately $700 million in assets
belonging to Russian oligarchs or their enablers, including two luxury yachts, 13 properties
totalling over $132 million, and five overseas aircraft.

e Charged 70 individuals and five corporate entities, and arrested more than 30 defendants
worldwide in relation to suspected sanctions evasion, export control violations, money
laundering and related offences.

» Secured several guilty pleas and substantial criminal penalties for sanctions evasions and
expert control violations.

These enforcement actions cover a range of suspected offending and include violations which
pre-date the full-scale invasion of Ukraine, but the speed and impact of the Task Force's early
efforts far outstrip the sanctions enforcement activity in any other country.

Most significant and striking, however, is not the amounts seized  TASK FORGE KLEPTOCAPTURE
or numbers of convictions - it is the clarity of purpose and scale IS STAFFED WITH SOME OF

of ambition that drives the DOJ's approach to enforcement. THE DOJ'S MOST EXPERIENCED
The Task Force KleptoCapture is staffed with some of the DOJ's PROSECUTORS

most experienced prosecutors and coordinates efforts around a

clearly communicated strategy for using the full range of tools to ensure sanctions are effectively
enforced.®® The US has also established mechanisms for funds recovered through enforcement
action to be repurposed to support Ukraine.*®

The EU has only harmonised sanctions evasion as a criminal offence across all member states
in May 2024 %' Like the UK, there is a lack of transparency around enforcement activity in the
EU, but publicly available information suggests several EU countries are showing an appetite
to tackle evasion.”?

The Netherlands:

e Byearly 2024, the Netherlands had 192 ongoing criminal investigations by the Public
Prosecution Service into sanctions violations underway, of which 137 were new cases
commenced since September 2023.%
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In October 2023, a Dutch man was sentenced to 18 months’ imprisonment and his company
fined €200,000 for breaches of EU trade sanctions on Russia.**

Also in October 2023, a Dutch court imposed financial penalties of €130,000 against four
Dutch companies and sentenced eight individuals to community service after a criminal
investigation into their role in helping build a bridge in the Strait of Kerch after the
annexation of Crimea.*

In January 2024, three people were arrested by Dutch authorities and 14 locations raided
as part of a cross-border investigation into an international network exporting goods in
circumvention of sanctions on Russia.’®

While the Netherlands is reportedly among the most active sanctions enforcers among
EU member states, most settlements are between companies and prosecutors and are
not published.”

Germany:

By September 2022, Germany already had at least 150 investigations into suspected sanctions
violations underway.>®

German prosecutors secured an early win in June 2022 by seizing a bank account and three
properties belonging to a sitting member of the Russian Duma who had received monthly
rental income in breach of EU sanctions.*

In February 2023, German authorities raided three companies as part of a $15.5 million trade
sanctions evasion probe,°® while in March 2023 their investigation targeting Alisher Usmanov
came unstuck after raids of the Russian oligarch’s properties were ruled unlawful 1!

In December 2023, Germany'’s top prosecutor applied for the forfeiture of $789 million in
frozen Russian funds after an attempt to withdraw funds in breach of sanctions.!%?

In May 2024, the German-owned company Alutech was confirmed to be under investigation by
German authorities after concerns were raised in the British Parliament that the company was
importing banned products into the UK

In early June 2024, German authorities raided a car dealership in Bochum on suspicion that
its managers sold luxury vehicles worth over €5 million to Russia in violation of the export
ban!* A far-reaching network suspected of selling or exporting over 170 luxury cars to Russia
since 2022 is also the target of a joint investigation by the Frankfurt Customs Office and Public
Prosecutor’s Office, with authorities raiding properties, arresting four individuals, seizing cash
and cars, and securing a €13.3 million asset freeze in late June 2024.1%



While Germany established a new Central Office for Sanctions Enforcement in early 2023
to coordinate authorities across the country, law enforcement authorities are constrained
by shortcomings in German law including the absence of corporate criminal liability.1°¢

France:

In May 2022, Transparency International France filed a number of legal complaints with
the National Financial Prosecutor’s Office about suspected criminality by five individuals
in relation to real estate acquired by Russian oligarchs in France between 2003 and 2018%’

In October 2022, French authorities launched an investigation into a €23 million villa in the
French Riviera suspected of being secretly owned by Viktor Rashnikov and sold shortly after
EU sanctions hit the Russian steel boss.1%®

By March 2023, French authorities had opened at least 17 criminal investigations into offences
relating to property frozen under Russian sanctions.'*

In November 2023, French police indicted Alfa Bank founder Alexey Kuzmichev after a high-
profile investigation into suspected money laundering, tax evasion and sanctions violations.°
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Many of the challenges to the enforcement of economic crime generally apply to sanctions
enforcement - such as the use of complex corporate structures and secrecy jurisdictions; the
reliance on foreign states for evidence; and the resourcing constraints that leave law enforcement
overstretched and outgunned.

But some challenges are unique or particularly acute in the context of sanctions evasion. The UK's
Red Alert on financial sanctions evasion™ and the Global Advisory issued by the Russian Elites,
Proxies and Oligarchs (REPO) Task Force warn that sanctioned persons are using close associates
and family members, with the help of professional enablers, to dodge sanctions and avoid
detection.? The common patterns of evasion include transferring assets into the names of trusted
proxies, selling assets on the cheap to realise their value before sanctions hit, and divesting
investments to ensure their stake dips below the 50% threshold.

Investigative journalists and researchers have uncovered evidence reflecting the increasingly
creative ways in which oligarchs have managed to skirt sanctions,* including:

e Roman Abramovich radically restructured trusts worth more than $4 billion to make his
children beneficiaries shortly before he was sanctioned;™*

e Petr Aven used a Cyprus firm to move $5 million on the day he was sanctioned by the EU,
with funds arriving a few days later in the UK account of a close associate;*

» Justdays after the billionaire founders of the Alfa Group were sanctioned, they sold their
investment firm A1l to a non-sanctioned director for S600 million in what has been described
as a sham transaction to evade sanctions while continuing to fund lawsuits around the world 16

The effectiveness of sanctions is not only undermined by evasion — where measures are
deliberately avoided or bypassed to defeat the object or effect of sanctions - but also by actors
exploiting loopholes and finding creative ways to operate beyond the reach of sanctions. While
SAMLA makes it an offence to “intentionally participate in activities knowing that the object or effect
of them is (directly or indirectly)... to circumvent any of the prohibitions”, there is currently uncertainty
around the dividing line between criminal circumvention and activity which avoids sanctions but
may not be unlawful "’

Although more than two years have passed since Russia’s full-scale invasion of Ukraine,
investigations and prosecutions take time which means that these distinctive challenges are
still crystallising. Based on the emerging evidence, however, we recommend four key priorities
for the new UK government to take forward in order to strengthen the enforcement of sanctions
and make effective use of the full legislative and policy toolkit at hand.
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1. Develop and publicise a clear and ambitious cross-system
sanctions enforcement strategy

While there are a range of enforcement tools to draw on, it is not currently clear how, when and by
whom these different levers are utilised as part of a coherent cross-system strategy for sanctions
enforcement. Indeed, it is striking that the government’s new sanctions strategy fails to set out the
role envisaged for the CKC or link enforcement to the major commitment in the Economic Crime
Plan to “‘combat kleptocracy and drive down sanctions evasion”® This suggests a lack of joined-up
thinking across government departments on sanctions enforcement.

Without a clearly articulated enforcement strategy, businesses WITHOUT A CLEARLY
have little insight into how breaches will be treated, while it is ARTICULATED ENFORCEMENT
difficult to see how evasion is being deterred given the lack of STRATEGY, BUSINESSES HAVE

LITTLE INSIGHT INTO HOW

transparency about ongoing enforcement action. Meanwhile,
the lack ofé clear enforcement stra‘t(?gy isa mis.sed opp9rtunit¥ THE LACK OF A CLEAR

to help realise the cross-party ambition of helping rebuild Ukraine ENFORCEMENT STRATEGY

In particular, a portion of fines imposed for sanctions violationsand  |S A MISSED OPPORTUNITY
funds recovered through criminal or civil proceedings could be TO REALISE THE AMBITION OF
repurposed to finance reparations.?° HELPING REBUILD UKRAINE

The new government should therefore prioritise the development and publication of a cross-system
enforcement strategy, spearheaded and overseen by the Foreign, Commonwealth and Development
Office (FCDO). This enforcement strategy should clarify, among other things:

e The role and remit of different enforcement bodies, and the frameworks for cooperation
among them, including two-way information-sharing channels;

o Theimplications of strict liability for enforcement;

o The process and mitigation of self-reporting;

e The mechanisms for civil society reporting of suspected sanctions breaches;

» The choice of administrative warnings, public disclosure notices and civil monetary penalties;

e The interaction between civil monetary penalties and referral for criminal enforcement or
civil recovery; and

» The avenues for repurposing a proportion of civil and criminal monetary penalties,
and assets recovered, as compensation for communities affected by the conduct for
which sanctions were imposed.

Critically, this strategy needs to be backed up by real political appetite for a step change in the UK's
approach to enforcement, with the new government giving clear direction for all enforcement actors
to play their role in robustly enforcing sanctions.

BREACHES WILL BE TREATED...
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2. Establish a cross-departmental sanctions task force, overseen by a single minister
responsible for sanctions delivery, to improve domestic coordination on enforcement

There has been a strong focus on the value of international cooperation on sanctions - not only in
coordinating designations but also on enforcement, as reflected in the multilateral work of the REPO
Task Force. But the UK’s very fragmented domestic sanctions landscape poses its own challenges

for coordination and effective intelligence-sharing.

In addition to the diversity of government departments and law enforcement agencies with
responsibilities for sanctions enforcement, domestic coordination is made even more challenging
by the assortment of regulators and Professional Body Supervisors in the UK. The uneven
supervisory landscape also means that some Professional Body Supervisors may not be trusted or
included to the same extent as statutory regulators in intelligence-sharing protocols. For example,
while OFSI recently agreed memoranda of understanding (MOUs) with the FCA? and SRA, > smaller
Professional Body Supervisors in the legal and accountancy sectors have not been engaged on

the same terms. Even with these MOUs in place, a stronger culture of trust and routine practice

of information-sharing needs to be fostered.

We therefore recommend that the new government prioritise reforms that will ensure greater
coordination and coherence in domestic enforcement efforts, and unblock pathways for more
proactive and effective information- and intelligence-sharing among key enforcement actors.

As an immediate first step, we recommend that the new government ~ WE RECOMMEND THAT
establish a cross-departmental sanctions task force to be overseen THE NEW GOVERNMENT
by a single minister responsible for sanctions delivery who can direct ESTABLISH A CROSS-
coordination on sanctions enforcement. Given how reliant OFS], DEPARTMENTAL

. SANCTIONS TASK FORCE
HMRC and other enforcement actors have been on self-reporting
by firms, a cross-departmental sanctions task force would be key to
making the transition to a more proactive enforcement model while helping to build stronger
and broader networks for gathering intelligence across the enforcement landscape.

Closer coordination on sanctions enforcement is essential given the current fragmentation of
sanctions responsibilities, but this new task force should be seen as a step on a longer journey

of achieving a more cohesive sanctions landscape in the UK. Particularly as OTSI is in the process
of being set up, the new government should give serious consideration to possible routes to
achieving at least some measure of consolidation of sanctions capabilities across Whitehall.

3. Launch a sanctions transparency tracker to collate and publish centralised
data on sanctions

The dearth of data about enforcement capacity, strategy and impact makes it very difficult
for Parliament or the public to assess how effectively sanctions are being enforced. This lack
of transparency is also at odds with the publicity that is needed for sanctions to send a signal
and “demonstrate” the UK's readiness to act in defence of international norms.
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While there are sensitivities with disclosing specific information THE CURRENT DATA ON

about ongoing investigations and the independence of law SANCTIONS ENFORCEMENT IN
enforcement agencies must be protected, there is significant THE PUBLIC DOMAIN PROVIDES
ONLY PARTIAL AND OUTDATED

scope for greater transparency within these bounds. The UK's Asset INFORMATION
Recovery Statistical Bulletin, which provides annual breakdowns

of asset denial and recovery under the Proceeds of Crime Act 2002,

offers an excellent model for how data can be made more transparent in spite of a fragmented
enforcement landscape.’?* Significantly, this data is disaggregated in a way that allows the public
to track trends and make meaningful comparisons. By contrast, the current data on sanctions
enforcement in the public domain provides only partial and outdated information relating to

a selection of enforcement bodies.

We recommend that the new government set up a sanctions transparency tracker that collates
key data from across the UK sanctions landscape in a centralised public database. The tracker
should be comprehensive in its coverage of all the UK's sanctions regimes and all government
departments and agencies with sanctions responsibilities, while this data should be disaggregated
where appropriate to allow for finer-grained analysis of specific regimes, actors and years.

The sanctions transparency tracker should include data on:

e The numbers of designated individuals and entities, broken down by sanctions regime;

e Thevalue of assets frozen under sanctions, as recorded in OFSI's annual frozen asset review:;

e The impact of sanctions, such as export levels in sectors subject to trade sanctions;

» The general and specific licences issued by OFSI, including the number, total value, regime
and licensing grounds of specific applications received, withdrawn, granted and refused;

» The numbers of suspected breaches reported, live investigations, referrals to other authorities,
and resolved cases; and

e The number, type and outcome of enforcement actions by different agencies including
administrative warnings, disclosure notices, civil monetary penalties or settlements, criminal
prosecutions, criminal and civil asset recovery.

The collation and publication of this data in a centralised, publicly accessible database should

be accompanied by greater consistency and transparency in the approach taken by different
government bodies and agencies to sanctions enforcement. For example, the yardstick of
‘disruptions’ used by the NCA is simply too wide-ranging to assess the CKC’s performance, without
further refinement of what “major, moderate and minor” disruptions entail and what their outcomes
have been. It is also vital that OTSI breaks from HMRC's untransparent approach to enforcement and
instead follow OFSI's approach to publishing breaches. The Export Control Joint Unit should similarly
bring its approach more in line with OFSI, publicising sufficient detail about breaches to encourage
compliance while also deterring future violations.
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4. Set up parliamentary mechanisms for the routine, cross-committee
oversight of sanctions

Data transparency is a prerequisite for scrutinising how the government is delivering on sanctions
enforcement, but there also needs to be routine and rigorous oversight by Parliament. While several
parliamentary committees have heard evidence on the effectiveness of sanctions, these inquiries
have generally been ad hoc and limited in scope. For example, the Treasury Select Committee’s
recent inquiry was confined to the effectiveness of financial sanctions with a corresponding focus
on OFSI, and even then its failure to invite evidence on the CKC's role in enforcing financial sanctions
is striking 1>

At the start of the new Parliament, we recommend that the incoming ~ THIS COLLABORATION
chairs of committees with a sanctions remit - including the Foreign ACROSS PARLIAMENTARY

Affairs Committee, the Intelligence and Security Committee, the COMMITTEES IS ESSENTIAL

Treasury Select Committee, and the Business and Trade Committee - T0 GENERATE A THOROUGH,

coordinate the launch of a comprehensive, cross-committee HOLISTIC ANALYSIS OF THE
’ UK’S SANCTIONS REGIMES

inquiry into the UK's sanctions regimes. This collaboration across
parliamentary committees is essential to generate a thorough, holistic
analysis of the UK's sanctions regimes, including their enforcement.

While the need for a comprehensive review of the UK's sanctions regimes coincides with the start of
a new Parliament, it is essential that mechanisms for routine parliamentary oversight are secured to
facilitate proper accountability for sanctions. The coordination of a cross-committee inquiry should
therefore be the start of regular collaboration between committee chairs to ensure the ongoing
scrutiny of sanctions.
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